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Version 11.250 

Version 11.086 is the current version available on our website at www.am-win.com.au  

The features in this version are as follows:                                                    

                                                                         

NOTICE!! 

 

THERE WILL BE A NEW VERSION UPDATE 

AVAILABLE ON THE WEBSITE PRIOR TO 

CHRISTMAS TIME! 

                                                                                 Version 11.250 

• In the Customer Orders PLR screen, if the Delivered qty is greater than zero, the Ordered qty cannot be 

changed to an amount less than the delivered. 

• The print preview for reports, invoices and orders across AM-Win has been fixed to open full screen while 

still allowing users to access the AM-Win menu and icons while in viewing the print preview. 

• When a Permanent Hire invoice is re-emailed, the document is now saved as an Invoice number instead of 

a Hire number. 

• More than 1 user cannot open the same job or order whilst a user is printing an invoice or proforma for 

that same job and/or order. 

• Inserting and changing any records from the TimeSheet Monitor module are now logged in the Logfile 

inside AM-Win. The Logfile will indicate the details of the record, as well as the date and time these were 

made. 

• The Daily Sales and the Daily Sales Audit reports have been updated to now excluded merged jobs from 

the reports. 

• In the History by Customers Summary report, the GST total has been fixed to show as negative for credits, 

and the grand total figure will show the correct figure, regardless of how many digits the total figure is. 

• Users can now be notified of when the number of hours recorded against a job is within or is about to 

exceed the charged hours of a job. This can be adjusted via entering a % value against new Business 

Option called % of Allocated / Estimated Hours Warning Msg, so when a job is close to or is about to 

exceed the % value entered for this option, a notification will prompt the user. 

• Job Estimate Hours is a new Workshop report that has been created to show users the Booking Date, 

Customer, Rego, Job Desc, Estimated Hours and Logged Hours of jobs within in a date range. 
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Version 11.086 is the current version available on our website at www.am-win.com.au  

The features in this version are as follows:                                                    

                                                                        Version 11.250 

• On a reverse payment, if there is a duplicated invoice number, the duplicated invoice number will be 

ignored so that the original invoice will be updated with the reverse payment information correctly. 

• When invoicing from the Sales module, a warning notification has been implemented to advise users if an 

unallocated amount is less than the total of the payments. 

• The Control Ledger in the Customer and Supplier Masterfiles is enabled when Control Option #302 Multi 

Currency is turned on, to avoid user confusion when setting a Ledger from either the Customer or Supplier 

Masterfiles. 

• Printing a proforma using Customer Order Format #2 will exclude the Freight value from the subtotal figure 

and will only show the Freight value below the subtotal figure. 

• The Control Ledger in the Customer and Supplier Masterfiles is enabled when Control Option #302 Multi 

Currency is turned on, to avoid user confusion when setting a Ledger from either the Customer or Supplier 

Masterfiles. 

• Printing a proforma using Customer Order Format #2 will exclude the Freight value from the subtotal figure 

and will only show the Freight value below the subtotal figure. 

• The Control Ledger in the Customer and Supplier Masterfiles is enabled when Control Option #302 Multi 

Currency is turned on, to avoid user confusion when setting a Ledger from either the Customer or Supplier 

Masterfiles. 

• Printing a proforma using Customer Order Format #2 will exclude the Freight value from the subtotal figure 

and will only show the Freight value below the subtotal figure. 
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Version 11.250 

Version 11.086 is the current version available on our website at www.am-win.com.au  

The features in this version are as follows:                                                    

Version 11.247 

• When cloning an invoice with an internal Bill To customer, the GST Exempt setting will default to the Bill To 

internal customer and will use the correct pricing based on the internal Bill To customer. 

• When an Asset group is selected and the Status is set to Catalog, the Asset Ledger for that item will be 

updated to match. 

• If an Asset was entered with an increased Asset value, and the invoice for that Asset was then deleted, the 

system will now reduce the Asset value. If an original purchase of an Asset was deleted, then the purchase 

price would be reduced. 

• In a Purchase Kit, importing the kit into a Purchase Order will not default to GST and will first check if the 

Ledger is marked as No GST. Additionally, adding an expense line to a Purchase Kit will set a tax rate 

instead of setting as GST Free. 

• In the Supervisor window from the Item Register, users can now manually enter and save a value in the 

Commission field. 

• Invoice Format #24 has been updated to now show the correct rounding amount, if applicable, above the 

subtotal, GST and total. Additionally, the subtotal and GST values have been updated to reflect the correct 

total figure and rounding amount. 

• A new warning message has been created to advise users when adding in Revenue and Labour lines if the 

cost is greater than the income. Alternatively, a new option has been created to allow users to not show 

this warning prompt. 

• If changing the Total cost, the Cost Per Unit will also be updated accordingly. 

• A new warning message has been created to advise users when adding in Revenue and Labour lines if the 

cost is greater than the income. Alternatively, a new option has been created to allow users to not show 

this warning prompt. 

• If changing the Total cost, the Cost Per Unit will also be updated accordingly. 

• If an Expense Ledger has a negative value, the Current Budget report has been updated to show that 

figure correctly as a negative value, which will ensure the YTD value is calculated and displayed correctly. 

• When merging customer codes, between a Prospect and existing customer, the Prospect record will not be 

removed if the customer code it is being changed to does not have a current Prospect record. 

• In the Check Job Status screen, the previous Fitted Date column has been changed to Due Date, and 

Booked Date has been added in as a new column in the table. 

• List No Bank Details is a new report that has been created in the Reports Centre, under the 

Customer/Supplier reports tab. The new List No Bank Details report allows users to enter a Last Purchase 

Date, which will filter the report to show any Suppliers with no bank details recorded against them that 

have transacted before that Last Purchased Date. 
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Version 11.250 

Version 11.086 is the current version available on our website at www.am-win.com.au  

The features in this version are as follows:                                                    

             Version 11.246 

•   The Workshop Diary has been updated to allow the iOS app to submit jobs while the Workshop Diary is 

held open from a workstation. 

Version 11.243 

•  When the Business Option Show Available Stock in PLR window is turned on, the Insert Part Record screen 

on a Customer Order has changed the On Orders field to On Sales, and the previous On Order field has 

been changed to On Purchase Orders. 

Version 11.242 

•  The date of a single stocktake, or single stocktake transfer for an item will be automatically applied to the 

Stocktake Date field in the Maintenance tab of the Stock Masterfile for that item. 

• Job Invoicing Format #24 has been updated to realign the vehicle Model field to the left of the format. 

• Control Option #327 Job Item > Enable Mandatory Fields has been updated to make several user-definable 

fields from the Job Item Masterfile required fields when inserting or changing the details of a Job Item. 

These mandatory fields are the Rego No, Fleet No, Make, Model and Serial No or Engine No. 

Version 11.240 

•  Control Option #331 Customer Must Have Valid Email Address is now also applied to the email address 

fields in the Insert New Customer and Insert New Job Item windows inside Job Invoicing and Customer 

Orders, as well as in the Prospect Masterfile from the Sales module. 

• When a subtotal line is manually zeroed out from its previous value and is then changed to an amount 

higher than zero, the full charge of the subtotal value will be applied to the last item and will include GST. 

Version 11.239 

•  Users can now generate a Customer Proforma when a Supplier Invoice has been received in via the 

Purchase Orders screen, if that Purchase Order has parts allocated to a Customer Order. This is a new 

process that can be ticked on via the new Business Option Print Proforma Invoice on Receiving Goods. 

When this option is ticked on, a new prompt will ask users to print a Customer Proforma for any parts that 

are allocated to a Customer Order on a Purchase Order once the Supplier Invoice has been received for 

that Purchase Order 

•  A new email template option for Batch Invoices has been created in the Email Setup screen, allowing 

users to configure an email template that can be applied when sending batch invoices from the Batch 

Invoice Printing window. 
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Version 11.086 is the current version available on our website at www.am-win.com.au  

The features in this version are as follows: 

Version 11.238 

• When finalising any invoices or orders via Credit Card with Surcharge applied, the Charges figure will 

calculate the rounding amount correctly if required. 

• On a Purchase Order, if multiple items are ordered and partially received, the serial number entry window 

will allow users to enter serial numbers only for the items that have been received. 

• The Customer Sales between Dates report screen has been resized so all buttons and fields are aligned 

correctly. 

• Adding a Bulk Item to the Bucket directly from the Stock Masterfile will correctly apply the Bulk Item's Bulk 

Cost Price instead of the Purchase Price Ex GST. 

• If no default email template is setup when emailing Customer Orders, Estimates or Job Proformas, the 

email subject line will use the correct document order, job or estimate number. 

• The Alternate Stock tab in the Stock Masterfile will not show any items on a Purchase Order that has not 

been received in yet via Goods In. 

• The CSV export version of the Stock by Group Sales report has removed the additional spaces in the Stock 

Codes column. 

Version 11.235 

• The Customer and Supplier Masterfiles will force the Ledger to match the currency of the Ledger. If the 

Ledger is left blank, then the field will be restricted to only allow for an Asset Ledger to be used. 

Version 11.233 

• Users can now directly open the job a part is allocated to from a Goods In order by using the new right 

click called Open Allocated Job option, when the part record highlighted is already allocated to a job. By 

using this option, users can directly open the job the selected part is allocated to, where they can then 

add, change or generate invoices for that job. 

• The Custom Jobs in Progress report has been updated to filter the report by Waiting For instead of Job 

Status. Additionally, the Waiting For status is used by default if no other report filters are selected, and if 

no filters are selected, then the report will not be generated for every customer. Further, any full stops in 

the customer codes are removed from the file name to ensure the file extension name is recognised. 

• AM-2668 Job Invoice Format #11 was updated to allow for more space for the location prefix to be 

displayed. 

• AM-2682 The Convert Stockfile to ASCII screen and report have been updated to include a Last Purchased 

Date column to show the last purchased date of the selected stock items. 

• AM-2765 Under the Jobs/Estimates tab in the Scheduler, Suburb has been updated to RegoNo to now show 

the Job Item number for all Jobs and Estimates. 

Version 11.232 

• Users can create a Purchase Order via the Dispatch Button from the Hire Module without any system lock 

ups or force closing. 

• When processing a Supplier payment via the Supplier Open Item payments window, the ledger will be 

automatically applied based on the default ledger set for the location the user is logged in to at the time of 

processing the Supplier payment. 

• In the Sales module, opening an existing job card will now replace the catalogue item on the job with an 

Active item. 
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Version 11.250 

Version 11.086 is the current version available on our website at www.am-win.com.au  

The features in this version are as follows:                                                                           

Version 11.231 

• When the Control Option #331 Customer Must Have a Valid Email Address is ticked on, a new customer 

cannot be inserted to the Customer Masterfile unless an email address has been entered. 

• The Workshop Diary has been updated to enable a faster loading time upon opening and will also check 

which staff are available on each day and update itself accordingly.                                                                  

Version 11.230 

• When deleting a batch from the Dispatch window, the number of the last batch is not kept or applied when 

creating a new batch number - it will increase by 1 to the next available dispatch number. Additionally, the 

Insert and Enter keys are applied when inserting/entering parts to the dispatch batch order. 

Version 11.229 

• The Deposit Slip report now displays the location of where the deposit transaction was processed at. The 

Deposit Slip report will show the location based on the user's location when logged in at the time of 

processing the Deposit slip. 

• Job Invoice Format #24 was updated to have the formatting lines realigned with the column headings. 

•  The Asset Income (SOLD) Report from the Sales module allows a Supplier to be selected when generating 

the report. When a Supplier is selected, the report will be filtered the list of assets sold by the Supplier that 

has been selected. 

• When selecting a Ledger for a Purchase Order that has No GST applied to it, the GST for the Purchase 

Order will be adjusted according to that Ledger.                       

• In a Goods In order, the bug causing the Incl GST, Excl GST, Price Excl and Price Incl fields as the same 

against a part has been amended to show the correct GST pricing for that part. The Price Incl GST and Incl 

GST fields will show the part's price as inclusive of GST, and the Price Excl GST and Excl GST fields will 

show the part's price to be excluding GST. 

• All Purchase Orders now display the Asterix symbol against any serialised items with an Alternate Code 

entered on that Purchase Order. 

• Entering a new Item into the Item Register will automatically clear out the Notes field from the previous 

record's information, to ensure that new record will not use the same information from previous item's 

Notes field. 

• When inserting a new vehicle in the Job Item Masterfile, the Year and Other Type fields have been 

amended to save and hold the information entered when the Save button is pressed, to avoid these fields 

from being missing against the Job Item. 

Version 11.228 

• When filtering the Daily Sales report by the location filter, that location will now be displayed on the report. 

• The P&L Summary report, P&L Dissection report, Stock report, and all Job Cards have all been updated to 

display a location when selected from the related report printing options screen. 

• In the Convert Stock file to ASCII CSV export, the Cost Ex column has been changed to Last Cost, and the 

Average Price column has been changed to Average Cost. 

• The sales figure in the Sales Between Dates report has been amended to show as Ex GST and calculates 

the correct GP value. 
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Version 11.250 

Version 11.086 is the current version available on our website at www.am-win.com.au  

The features in this version are as follows: 

• Merging any Customer Codes has been amended to no longer cause an existing duplication error. 

Additionally, if there are Customer Codes that are merged while also attached to Prospect customers, then 

the Prospect file will also update the Customer Codes accordingly. 

• In the Year-to-Date Summary report and P&L Summary reports, commas are displayed in any 6 figure 

values. 

• The Head Office location has been updated to access any ledger set to other locations. 

• Completing a Customer Credit Note dated back to the previous month, the customer's balance will update 

correctly according to the Credit Note payment. 

• In the Serialised Stock window, the Import button now has a Tool Tip popup that provides details on the 

Import file requirements. The Import button Tool Tip clarifies the imported file needs to include Stock Code 

and Serial Number per row. 

• Updating the On Hand qty of an alternate stock item will display the correct value in the main Stock 

Masterfile screen in the Alt qty field. 

•  In the Asset Register, the Owner and Bill To fields will now show the full length of the Customer Code, 

which can be up to 8 characters. 

• In the Payment Register, an option to remove the payment allocation to a sales order has been created. 

This is to enable users to remove a payment's allocation to a Sales Order, in the event that it was 

incorrectly or accidentally applied to a Sales Order. 

• In the Profit & Loss Summary Report, the Ignore Zero Balance option has been fixed to also be applied to 

any Ledger codes that end with a 0.                                 

Version 11.226 

• Vehicle fleet numbers are now included in the WIP report and in the CSV export version of the WIP report. 

• With Option #132 is turned on, printing a Purchase Order with any blank alternate codes will prompt AM-

Win to check if there are any alternate codes. This process is based on if the supplier code matches the 

supplier for that Purchase Order. 

• Finalising a Purchase Order for a Supplier who already has a dollar amount against their account and the 

auto allocation of that payment will no longer result in the previous error when the Process Payment after 

Purchase is unticked from the Supplier Masterfile. 

• In Job Invoice Format #8, the Body Type field has been changed to Fleet No and the Old Rego field has 

been removed. 

• Option #328 is a new control option that has been made to enable the Supplier and Reference fields in the 

Change Parts record screen inside Job Invoicing. When this option is ticked on, then the Supplier and 

Reference fields inside of the Change Part Record window within Job Invoicing will be enabled for users to 

enter a Supplier and/or Reference against that part. 

• In Job Invoicing, Job Bin Loc has been added as a new column into the Select Job list, in between the Total 

and Chassis columns. The job bin location can be set from inside the Cust Details tab, in the related Job 

Bin Loc field. When a job bin location is entered, it will be displayed against the job in the new column. 
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Version 11.250 

Version 11.222 

• In the Aged Analysis Stock report, a Yearly Aged option has been added to the Print Options screen. 

This allows users to any remaining stock that has been on hand, from the previous 4 years. 

• In the Search tab of the Enquiry screen, a new Transaction No filter has been added. Located under 

the Until Date Stamp filter, the new Transaction No filter allows users to search for records based on a 

transaction number. 

• The Customer Name and Date fields on Job Invoice Format #24 has been fixed to be realigned if Print 

Stock Codes is ticked on or off. 

Version 11.217 

• In the Reorder report, the reorder function will consider any items under Manufacturing when 

calculating the Order qty. This update is also applied to Multi Location Reorder as well. Additionally, a 

field to show the manufactured qty has been included in the On Order qty. 

• When option #103 is turned on, adding labour will no longer incorrectly create a record in the A1BD75 

file against employee timesheets. 

• If searching for a customer's Purchase Order number, the Document Search function has been fixed to 

not set that Purchase Order number as the document number when users search and open a different 

document number. Once selected, the correct job number will now open in the related screen. 

Additionally, searching for a Customer Purchase Order on a finalised invoice inside the Document 

Search screen will allow users to also open the invoice. 

• In the Customer Aged Analysis window, users can now click on the column headings to sort all the 

records. 

• In the Stock Masterfile, the Clone stock button has been amended to clone the selected stock record 

accordingly. 

• When the Asset Valuation report is back dated, it will now deduct any increase in Asset Value amounts. 

This will ensure that the date selected for the Asset Valuation report shows all figures at the correct 

value for that date. 

• If printing barcodes for instruction labels via the Time Manager, all user definable label options will be 

displayed to be printed. 

• If changing the customer for a Customer Order, any discounts applied will not be removed when Cost 

Only is ticked on. 

• Correct Avg Cost from File is a new Stock menu option added in AMWTools. This tool allows users to 

import a CSV file with part numbers and the average costs against these, which will then update all 

those parts in AM-Win with the average cost applied. 

• When logged into the Head Office location, users can manually type in the Ledger Code that belongs to 

another location from the Job Invoicing screen. 

• From the Kit tab in the Stock Masterfile, Manufacturing Kits will now display the kit's name in the Code 

column. 

• In the Stock Masterfile, any serialised stock that has been marked as Inactive will be greyed out in the 

Stock file. 

• Operators without the required security levels to access the Job Item Masterfile will also be unable to 

create a new job item from the Insert button when selecting the rego for a customer from the Job 

Invoicing screen. 
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AMATWORK APP UPDATE V2.8.5 

 

AM-Win has recently released a new iOS version for the AMATWORK app to the AppStore, 

v2.8.5. 

  

This new version includes the following: 

• The AMOnline option ‘Make All Text Capitalised, All Caps, or Leave As Is’ has been 

adjusted so the option to ‘Leave Text As Is’ is the default option selected. If there is no option 

selected at all, then the ‘Leave Text As Is’ option will be applied. The 

options ‘Capitalised’ and ‘All Caps’ are the second and third options available to select. 

• When the option "Do Not Publish Online" from the Stock Masterfile is turned on against a stock 

item, the AMAtWork app will still show that part when searching for parts anywhere in the 

AMAtWork app. 

• Users can submit a job while the Workshop Diary is open from AMWIN with no time out errors or 

long loading screen wait times. 

• If there is any apostrophe in any detail lines, the apostrophes are validated and processed (this 

is included in Job History as well). 

• Any hidden characters across all text codes are shown. 

• The cursor in the text lines will not move to the end of the text line so users can type exactly 

where the cursor has been placed. 

• Users now have the ability to create a Purchase Order based on the user employee location. 

 

 

IMPORTANT UPDATE 

 

ANDROID STOCKTAKE APP NOW COMPLETED AND 

UNDER TESTING 
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                                                      V2.8.2 

• When creating a new job from the Workshop module, the Location field will automatically be 

entered based on the user's location when logged into the device. 

• Several updates have been made to the Create New Job screen. The Employee field will 

automatically be filled with the Employee ID of who is logged into the device. The Description 

field is now a drop-down menu that allows users to select the same Job Description types from 

AM-Win. And additionally, the Job Notes field directly comes into the Job Card details in AM-Win 

• When adding parts to a job through the Workshop or Onsite modules, stock items can now have 

their stock image displayed against them. The stock image is also shown in the parts list when it 

has been added to a job. Additionally, when searching for a part in the Stock Image module, all 

stock items with an image saved against it from the Stock Masterfile will be displayed. 

• The On Hand qty for all parts is now shown against each stock item in all the Add Parts screens 

from the Workshop, Onsite and Job Check In modules. 

• The Stock Image module has been fixed to display the image saved to the related stock item 

and includes when the previous stock image has been updated to a new one in the Stock 

Masterfile. 

• The Create Job screen now has a Service Type field that is attached to the job. When the job is 

finally submitted to AM-Win, the selected service type will also be assigned in the Service Type 

field in AM-Win as well. 

• Checklists can now be sent in one file, along with the Job Report. When the related AMOnline 

option is turned on to enable this, the Job Report, Terms and Conditions Agreement and any 

Checklists used for the job will be attached altogether into one file, which can then be emailed 

as one attachment. 

• Adding multiple high-resolution photos to a job from both the Workshop and Onsite modules will 

no longer cause the app to freeze. Additionally, the Job Report will not crash when attaching the 

same images to the report file. 

• The previous bug where various user TimeLog labour entries were duplicating upon being 

submitted from the TimeLog module has now been fixed to only submit as singular user 

TimeLog entries. 

• The Sales Order module has been updated to now show the Price and On Hand qty against all 

stock items, which is directly from the Stock Masterfile. 

 

                                          

 

AMATWORK APP UPDATE V2.8.5 
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  Renew My ATO Machine Credentials 

Lightning Payroll desktop can connect with the ATO's machine credential renewal service. This allows you to easily renew 

machine credentials used for sending Single Touch Payroll through to the ATO. 

You can renew your credentials under Tools >> Renew Machine Credential. All you need to do is select the credential you 

wish to renew and click Attempt Renewal. Renewals are not guaranteed since they are outside of our control. You may need 

to create a new machine credential if a problem arises or if you have forgotten your ATO keystore password.  
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Important Super Changes from July 2026 – 

What You Need to Do 

  

From 1 July 2026, two major changes will affect all Australian employers: 

 

• Payday Super will become mandatory, meaning super contributions 

must be paid at the same time as wages, not quarterly. 

  

• The Small Business Superannuation Clearing House (SBSCH) will be 

phased out, so businesses using this service will need to transition to 

a new solution. 

 

To help you prepare, our trusted partner Lightning Payroll is already fully 

compliant with these changes. 

Their software supports Payday Super today and, as an 

ATO Gold-certified SuperStream provider, enables employers to report and 

pay super directly without relying on an 

external clearing house. 

 

For more information, see Lightning Payroll’s news page to 

read the full article. 

 

If you currently rely on the SBSCH, we recommend reviewing your payroll 

processes well before the deadline. 

The AM-Win Support team can help ensure you are ready and compliant. 

Major upcoming changes for Super  
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AM-WIN – 3CX Integration 

 

AM-Win integrates with the 3CX phone systems 

 

  

From the Customer Masterfile, Supplier Masterfile, invoicing, 

purchase orders and the scheduler you can click on the phone 

number in AM-Win and directly dial via your 3cx phone system. This 

is a great new tool that will save you hours each week manually 

dialling numbers.  

 

Call us today if you are using 3CX and want an easier way to 

communicate with you customers and suppliers.  

 

One off cost – No ongoing fees.  

 

02 9833 2100 

 

 

  

Product of the Month 
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Integration with Podium  

 

 

Introducing Integration with Podium 

 

 

AM-Win is now integrated with Podium, a customer interaction platform designed to 

help businesses connect with customers through messaging, reviews, and feedback 

management. This integration enhances AM-Win's capabilities, allowing businesses 

to manage customer communication and interactions seamlessly across both 

platforms. 

 

Powered by AI, Podium is an all-in-one messaging platform  

 to help your business stay connected with your customers with ease.  

 

• Alert your customers for vehicle pickups 

• Appointment confirmations 

• Send out reminders 
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Tips & Tricks 

How to Delete Incorrect 
Journals 
You can change the ledger codes to all be the same 

ledger from 
 the Enquiry window > Trans – F9 button > 

Change button > change the ledgers on all the 
lines to be the same. 
 Alternatively do a journal the opposite way around. 

 

 

Setting up different employment types in 

Lightning Payroll 
When creating a new employee profile under the Employees tab, 

you'll need to specify their employment type (full-time, part-time, 

casual) and tenure (permanent, temporary).  

For employees that have already been created, these settings can be 

viewed in Pay Settings > Pay Rates. Within an employee's profile, 

under Pay Settings > Pay Rates, you can set the award hours for 

the day/week.  

Leave accrual settings are located under Employees > Leave > 

Leave Settings 

 

 

Part number length 
Are you having trouble with entering part numbers 

in the stock Masterfile because they are too long? 

The best way to handle this at the moment is to 

enter the stock code in the Purchase Description 

followed by the Description. 

 

In the future, this process will be modified to be 

more suitable. 
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Tech News – ESET spots "PromptLock"  

AI-powered ransomware 

 
 

 

 
Slovakia-based cybersecurity firm ESET has announced the discovery of what it calls "the first 

known" ransomware powered by artificial intelligence, capable of generating malicious scripts 

dynamically on infected systems. 

ESET has named the ransomware "PromptLock" and has uploaded samples for both Microsoft 

Windows and Linux to Google's VirusTotal scanning platform. 

At this stage, ESET suggests that PromptLock, written in Go, appears to be more of a proof-of-

concept (PoC) or work-in-progress rather than fully functional malware actively being used in 

the wild. 

PromptLock leverages the Apache-licensed open-source GPT-OSS:20b AI model from OpenAI 

through the Ollama API to generate Lua scripts. Notably, the ransomware does not attempt to 

download the full GPT-OSS model file, which contains 20 billion parameters and is several 

gigabytes in size. 

ESET explained that instead of downloading the full GPT-OSS model, an attacker can establish 

a connection through a proxy or tunnel from a compromised network to a server running the 

Ollama API with the AI model. 

The ransomware uses hard-coded prompts to generate Lua scripts, which, when executed by 

the malware, allow it to enumerate the compromised system’s local file system, inspect target 

files, exfiltrate specific data, and carry out encryption tasks. 

The malware also includes a prompt to implement the NSA-developed SPECK 128-bit 

encryption algorithm, enabling fast file scrambling. 

The Lua scripts generated by PromptLock are cross-platform, running on Windows, macOS, 

and various Linux distributions. 

While PromptLock possesses destructive capabilities, ESET noted that these features seem to 

be unimplemented for now. 

"The first known" ransomware powered by artificial 

intelligence. 
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Scam Alert –  

Scammers impersonating the ASD's ACSC 

The Australian Signals Directorate’s Australian Cyber Security Centre (ASD’s ACSC) is aware of 

cybercriminals impersonating their organisation via email and phone calls. These scams often include 

false claims of ASD endorsement for certain products or services. 

What’s happening? 

Scammers are: 

• Claiming to be from ASD’s ACSC via email or phone. 

• Requesting personal details, money, or access to your devices. 

• Creating urgency or using threats to pressure quick action. 

• Falsely claiming our endorsement of products—such as cryptocurrency platforms or software—

and using their logo or branding to appear legitimate. 

These activities are fraudulent. Please be aware: 

ASD’s ACSC will NEVER: 

• Ask for your passwords, bank details, or answers to security questions. 

• Send you links to antivirus or remote access software (e.g. AnyDesk, TeamViewer). 

• Request payment via gift cards or cryptocurrency. 

• Claim your IP is linked to illegal activities. 

• Prevent you from ending a call or pressure you to stay on the line. 

If someone claiming to be from ASD does any of the above, assume it’s a scam and hang up 

immediately. 

Staying Secure: What You Can Do 

1. Verify Communications 

If you receive a call or email from ASD’s ACSC and are unsure if it’s legitimate: 

• Do not click any links or provide information. 

• Call them directly on 1300 CYBER1 (1300 292 371). They will never give you a different number 

to call. 

2. Report Suspicious Activity 

• Forward scam emails to ScamWatch and block the sender. 

• If you've clicked a suspicious link or need help, contact 1300 CYBER1. 

•  

3. Be Aware of Fake Endorsements 

ASD’s ACSC does not endorse any commercial products or services. Any claims to the contrary are 

false. 

Official guidance and partnerships will only be shared via: 

• Their website: cyber.gov.au 

• Official social media channels: Facebook, Instagram, LinkedIn, and X. 

Need Help? 

ASD’s ACSC is actively monitoring these scams and is here to assist individuals or organisations 

affected. 

Contact them on 1300 CYBER1 (1300 292 371) for support or advice. 
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Industry News – icare “Safety Locker” app  

 
 

 
 

 

What is Safety Locker? 

In collaboration with EdApp (a part of Safety Culture), icare has developed an innovative micro-

learning tool, accessible through both desktop and mobile apps. 

In just 3-5 minutes, NSW employees and workers can engage with key Work Health & Safety 

(WHS) essentials through short, interactive lessons. Currently, available courses include: 

• Work Health & Safety for Small Business 

• Winning over Difficult Customers 

• From Injury to Recovery: A Guide for Employers 

• Managing Mental Health & Psychosocial Risk at Work 

New courses will be regularly added to enhance learning and cover additional essential topics. 

Who is Safety Locker for? 

Safety Locker is a free, new micro-learning tool specifically designed for small and medium-

sized businesses in NSW, particularly those without a dedicated safety team or manager. 

The tool was developed in response to feedback from employers and workers who noted that 

full-day training sessions were often impractical due to time and resource constraints. Instead, 

many businesses expressed a preference for flexible, on-demand learning that allows them to 

upskill in Work Health & Safety (WHS) at a time and place that fits within their busy schedules. 

How can businesses access Safety Locker? 

Safety Locker is completely free to use — both now and in the future. 

Currently, the service is in a pilot phase to gauge interest from NSW businesses in mobile-

based WHS training. During this pilot, businesses can use the platform at no cost. 

To access Safety Locker, NSW employers and workers can simply click the registration link 

below to fill out the sign-up form. After registration, they will receive an email from EdApp 

containing their login credentials for Safety Locker, allowing them to start learning WHS 

immediately! 

https://feedback.icare.nsw.gov.au/jfe/form/SV_87l4HFRTf9bqGEK?Q_R=R_95RtEbt82ztBLz8&

Q_R_DEL=1 
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Partnering with EdApp, icare offers free app-

based training platform for businesses. 

https://feedback.icare.nsw.gov.au/jfe/form/SV_87l4HFRTf9bqGEK?Q_R=R_95RtEbt82ztBLz8&Q_R_DEL=1
https://feedback.icare.nsw.gov.au/jfe/form/SV_87l4HFRTf9bqGEK?Q_R=R_95RtEbt82ztBLz8&Q_R_DEL=1
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New Staff / Events / Staff Profiles 

Recent Birthdays 
 

Wishing all the best for our iOS developer Ankit, 
who celebrated a birthday recently. 

Best wishes from all of us! 

 

 

Happy Birthday, Tas! 
 

Also recently, we celebrated the birthday of our 
program developer, Tas.  
Wishing you best wishes and a fantastic year 
ahead! 

 

 

Aina AVL league 

We’re thrilled to announce the Vostok 

(Sponsored by ASIMS) Women Premier 

Volleyball team, took a bronze medal in this 

year's Sydney Volleyball League.  

 

Our U18 girls have their gold medal game this 

week seeking 3 gold medals in a row and 

currently undefeated for the last 3 years.  
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New Staff / Events / Staff Profiles 

November and December 
Birthdays 
 

Happy Birthday to our two staff members Alicia 
and Kerstin who both celebrated their Birthdays 
in November and too the lovely Melinda who 
celebrated her birthday this month! 

Wishing them a fantastic birthday. 

 

 

 

New member of staff 
 

In November we are excited to announce there 
is new member of the ASIMS team. 

 
Introducing John, who will be part of the support 
team assisting customers for accounting and 
payroll queries.  

 

 Christmas Holiday Closure – 
Sydney office 

 
From 5pm Wednesday 24th of December 2025 till 
9:00am Monday 5th of January 2026, ASIMS/AM-Win 

Sydney will be closed for the Christmas holiday break. 

 
If you require URGENT SUPPORT during these times, 

please email support@asims.com.au 
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Customer Spotlight – Rural 4x4 

 
Established in 2019 in Cowra, Rural 4x4 opened its doors with a commitment to providing top-
quality service backed by over 25 years of industry experience. The team specialises in 4WD 
accessories, vehicle upgrades, and expert advice for every outdoor enthusiast. 

Rural 4x4 proudly stocks a wide range of leading brands, including ARB, Drifta Stockton, GME, 
Old Man Emu, Outback Armour, Rhino Rack, Sea to Summit, Stedi, Bushranger, Runva, 
Warn, TC Boxes, and many more. 

In addition to retailing, the team offers professional installation, repairs, and maintenance for all 
your 4WD needs — ensuring your vehicle is ready for any adventure. 

In 2023, Rural 4x4 expanded south, opening a second store in Tumut. With a dedicated team 
of eight passionate experts across both locations, Rural 4x4 continues to grow as a trusted 
name in the 4WD and outdoor adventure community. 

There’s always something happening — from promotions to special offers — so check out their 
website or drop by one of the stores to meet the friendly team and see what’s new! 
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Recipe – Christmas Ham with Rhubarb-

Ginger Glaze 

 
     INGREDIENTS: 

• 1 cup White Sugar 
• 3/4 cup Italian Red Wine Vinegar 
• 4cm piece (20g) fresh ginger, peeled, very thinly 

sliced 
• 2 cinnamon sticks 
• 2 whole star anise 
• 3 rosemary sprigs 

• 340g fresh rhubarb, trimmed, cut into 1.5cm thick 
slices 

• One 4-5.5kg Half Leg Ham 

 

METHOD: 

Step 1: 
To make the rhubarb-ginger glaze and relish: Sprinkle the sugar over the bottom of a heavy large frying 
pan over medium heat. Cook without stirring for about 9 minutes, or until the sugar melts and then turns 
a deep golden-brown colour. As the sugar browns, tilt the frying pan to distribute the melted sugar, but 
do not stir. 
 

Step 2:  
Gradually add the vinegar (the mixture will harden). Stir until the caramel begins to melt, about 1 minute. 
Add the ginger, cinnamon, star anise, and 1 rosemary sprig and stir for about 2 minutes, or until the 
caramel is mostly melted. Add the rhubarb and 1/4 cup of water and cook for about 10 minutes, or until 
the rhubarb falls apart and the mixture is jammy. 

Step 3: 
Meanwhile, to prepare the ham: Position the oven rack on the bottom rung of the oven and preheat the 
oven to 180°C (160°C fan). 

Step 4: 
Place the remaining two rosemary sprigs in the base of the Turkey Roaster. Set the roasting rack in the 
pan. Remove the skin from the ham, leaving the fat intact. Run a small dull knife over the fat to lightly 
score it all over. Place the ham on the rack in the roasting pan, cover, and bake for about 1 hour and 10 
minutes, or until a meat thermometer inserted into the thickest part of the ham registers 40°C 

Step 5: 
Brush the ham with some of the liquid from the rhubarb relish. Continue to bake, uncovered, for another 
25 minutes, brushing the ham with the rhubarb liquid every 5 minutes. The liquid should form a glaze 
over the ham and the ham should register at least 48ºC on the thermometer. Transfer the ham to a 
carving board and let it rest for 10 minutes. 

Step 6: 
To serve: Transfer the remaining rhubarb relish to a small serving bowl. Carve the ham and arrange the 
slices on a platter. Serve hot or warm with the rhubarb relish. 
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 Recipe – Coconut Pavlova Christmas Tree 

            INGREDIENTS: 

• 6 egg whites 

• Pinch of cream of tartar 

• 315g (1 1/2 cups) caster sugar 

• 80g (1 cup) desiccated coconut 

• 600ml thickened cream 

• 2 tbsp icing sugar mixture, plus extra, to 
dust 

• 250g mascarpone 

• 240g (3/4 cup) lemon curd 

• 250g fresh raspberries 

• Edible glitter, to decorate (optional) 

 
 METHOD: 

Step 1: 
Preheat the oven to 120°C/100°C fan forced. Line 2 large baking trays with baking paper. Draw a 4cm, 8cm, 
16cm, 20cm and 24cm circle on the paper, arranging so all 5 circles fit on the 2 sheets. 
 

Step 2:  
Use an electric mixer to beat the egg whites and cream of tartar in a large bowl until stiff peaks form. 
Gradually add the sugar, 1 tbs at a time, beating well after each addition. Beat for 3-5 minutes, until thick and 
glossy. Gently fold in the desiccated coconut. 

Step 3: 
Spread the meringue evenly over the marked circles, swirling the meringue on the 4cm circle up to a peak in 
the middle as this will be the top of the pavlova tree. Bake the meringue discs for 20 minutes, swapping the 
trays halfway through cooking time. Reduce the oven temperature to 100°C/80°C fan forced and bake for a 
further 1 1/4 hours or until the meringue is crisp and dry. Leave to cool in the oven with the door slightly ajar. 

Step 4: 
Meanwhile, for the poached rhubarb, combine the sugar, lemon rind and 125ml (1/2 cup) water in a large 
frying pan. Stir over medium heat until the sugar dissolves. Add the rhubarb and simmer, covered, for 3 
minutes or until just tender (do not overcook). Use a slotted spoon to carefully transfer the rhubarb to a tray 
lined with baking paper and set aside to cool. Remove the pan from the heat and allow the syrup to cool. 
Remove the lemon rind. 

Step 5: 
Use electric beaters to beat the cream and icing sugar until soft peaks form. Add the mascarpone and half the 
lemon curd, beating on low speed until thickened. Place the remaining lemon curd in a sealable plastic bag 
and snip off 1 corner. 

Step 6: 
To assemble, place a small dollop of cream mixture on a serving plate. Place the 24cm meringue disc on top. 
Top with some cream mixture, a few drizzles of lemon curd, then some rhubarb and raspberries. Top with the 
20cm meringue disc. Continue layering with cream, lemon curd, rhubarb, raspberries and meringue discs, 
finishing with the 4cm disc. Just before serving, dust the pavlova tree with extra icing sugar and edible glitter, 
if using, and drizzle with the cooled rhubarb syrup. 
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Poached Rhubarb 

 

• 155g (3/4 cup) caster sugar 

• 5cm-long strip lemon rind 

• 300g trimmed rhubarb, cut 
into 4cm lengths 

 


